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Abstract of the contribution: Solution #7.3 includes the IMSI being encrypted by the UE to a home network public key, and decrypted by the home network.  Concerns have been expressed about the risk of denial of service attacks against the home network.  This contribution provides one solution to mitigate that risk.
1. Introduction

Solution #7.3 includes the IMSI being encrypted by the UE to a home network public key, and decrypted by the home network.  Concerns have been expressed about the risk of denial of service attacks against the home network, with malicious / fake UEs sending a very high rate of Attach messages that contain (or appear to contain) encrypted IMSIs, overloading the home network with more public key decryptions than it can cope with.

Solutions #7.9 and #7.10 use an optional hash challenge to protect against similar threats; however, these are to protect the serving network.  In this pCR we present a similar solution to protect the home network, using an optional hash challenge that the home network can trigger if it appears to be under DoS attack.

2. Text proposal

In line with the discussion above, we propose the following new solution.  All text is new, so it is not shown change marked, for ease of reading.
~ ~ ~ Start of first text proposal ~ ~ ~
5.7.4.b
Solution #7.b: Hash challenge to protect the home network against DoS attacks
5.7.4.b.1
Introduction  

Solution #7.3 includes the IMSI being encrypted by the UE to a home network public key, and decrypted by the home network.  There is a possible risk of denial of service attacks against the home network, with malicious / fake UEs sending a very high rate of Attach messages that contain (or appear to contain) encrypted IMSIs, overloading the home network with more public key decryptions than it can cope with.
5.7.4.b.2
Solution details
The solution is illustrated in Figure 5.7.4.b.2-1.  This flow should be understood in the context of the IMSIEnc attach procedure in solution #7.3, and in particular Figure 5.7.4.3.2.2-1.
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Figure 5.7.4.b.2-1: Hash challenge (Variant 1)
If the Home PLMN believes that it is under DoS attack, then it may optionally respond to an incoming Auth Info Request message by issuing a hash challenge.  This includes the received IMSIEnc, a freshly generated random number HRAND, and an integer n that determines the difficulty of the hash challenge.  The home PLMN keeps a record of recent (IMSIEnc, HRAND) pairs, indexed by IMSIEnc.  The definition of "recent" is down to implementation, but it would probably be sufficient for just the last few minutes' worth of pairs to be retained.
The serving network relays all of IMSIEnc, HRAND and n to the UE.  The UE then has to find a value HRES such that Hash (IMSIEnc || RAND || HRES) ends in n zeroes.  When it does, it returns IMSIEnc (the same as before) and HRES to the serving network, which relays them to the home PLMN.  
The home PLMN uses IMSIEnc to retrieve HRAND, and verifies whether Hash (IMSIEnc || RAND || HRES) really does end in n zeroes.  If it does, the authentication flow continues as expected; if not, the home network aborts the procedure, without attempting to decrypt IMSIEnc.
5.7.4.b.3
Evaluation 

-
This solution introduces an additional set of messages from home PLMN to UE and back again, which of course slows down the initial attach.  But the hash challenge mechanism will only be triggered when the home PLMN believes that an attacker is trying to overload it with incoming attach messages; in normal operation, this will never happen.  And indeed, the existence of this solution means that an attempted DoS attack is unlikely to succeed – which in turn means that there is little motivation for an attacker, and hence little likelihood that the hash challenge mechanism will ever be triggered at all.
~ ~ ~ End of first text proposal ~ ~ ~
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